
Class Technologies, Inc. EU-U.S., Swiss-U.S., and UK Extension to Data Privacy Framework – October 2024 

Class Technologies, Inc. (“Class”) complies with the EU-U.S. Data Privacy Framework (EU-U.S. DPF), the UK 
Extension to the EU-U.S. DPF, and the Swiss-U.S. Data Privacy Framework (Swiss-U.S. DPF) as set forth by the U.S. 
Department of Commerce.  Class has certified to the U.S. Department of Commerce that it adheres to the EU-U.S. 
Data Privacy Framework Principles (EU-U.S. DPF Principles) with regard to the processing of personal data received 
from the European Union in reliance on the EU-U.S. DPF and from the United Kingdom (and Gibraltar) in reliance 
on the UK Extension to the EU-U.S. DPF.  Class has certified to the U.S. Department of Commerce that it adheres to 
the Swiss-U.S. Data Privacy Framework Principles (Swiss-U.S. DPF Principles) with regard to the processing of 
personal data received from Switzerland in reliance on the Swiss-U.S. DPF.  If there is any conflict between the 
terms in this Data Privacy Framework Notice and the EU-U.S. DPF Principles and/or the Swiss-U.S. DPF Principles, 
the Principles shall govern.  To learn more about the Data Privacy Framework (DPF) program, and to view our 
certification, please visit https://www.dataprivacyframework.gov/. 

Accountability for Onward Transfer: If you are an EU, UK, or Swiss User, where we transfer your personal data to 
third party service providers who perform services for us or on our behalf, we are responsible for the processing of 
that data by them and shall remain liable if they process your personal data in a manner inconsistent with the DPF 
Principles referred to herein, unless we prove we are not responsible for the event giving rise to the damage(s).  

Class Technologies, Inc. is subject to the investigatory and enforcement powers of the U.S. Federal Trade 
Commission (FTC). In certain situations, Class may be required to disclose personal data in response to lawful 
requests by public authorities, including to meet national security or law enforcement requirements. 
In compliance with the EU-U.S. DPF and the UK Extension to the EU-U.S. DPF and the Swiss-U.S. DPF, Class commits 
to resolve DPF Principles-related complaints about our collection and use of your personal information.  EU and UK 
individuals and Swiss individuals with inquiries or complaints regarding our handling of personal data received in 
reliance on the EU-U.S. DPF and the UK Extension to the EU-U.S. DPF, and the Swiss-U.S. DPF should first contact 
Class at: privacy@class.com 
 
In compliance with the EU-U.S. DPF and the UK Extension to the EU-U.S. DPF and the Swiss-U.S. DPF, Class commits 
to cooperate and comply respectively with the advice of the panel established by the EU data protection 
authorities (DPAs) and the UK Information Commissioner’s Office (ICO) and the Swiss Federal Data Protection and 
Information Commissioner (FDPIC) with regard to unresolved complaints concerning our handling of human 
resources data received in reliance on the EU-U.S. DPF and the UK Extension to the EU-U.S. DPF and the Swiss-U.S. 
DPF in the context of the employment relationship. 

In compliance with the EU-U.S. DPF, the UK Extension to the EU-U.S. DPF, and the Swiss-U.S. DPF, Class  commits to 
refer unresolved complaints concerning our handling of Non-HR personal data received in reliance on the EU-U.S. 
DPF, the UK Extension to the EU-U.S. DPF, and the Swiss-U.S. DPF to BBB National Programs, an alternative dispute 
resolution provider based in the United States. For clarity, Non-HR data includes all personal data processed by 
Class on behalf of its customers. If you do not receive timely acknowledgment of your DPF Principles-related 
complaint from us, or if we have not addressed your DPF Principles-related complaint to your satisfaction, please 
visit https://www.google.com/url?q=https://bbbprograms.org/programs/all-programs/dpf-consumers for more 
information or to file a complaint.  The services of BBB National Programs are provided at no cost to you. 

1. The Rights of Users 

A. Users may exercise certain rights regarding their Data processed by Class. 

Users entitled to broader protection standards may exercise any of the rights described below. In all other cases, 
Users may inquire with Class to find out which rights apply to them. In particular, Users have the right to do the 
following: 
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● Withdraw their consent at any time. Users have the right to withdraw consent where they have 
previously given their consent to the processing of their Personal Data. 

● Object to processing of their Data. Users have the right to object to the processing of their Data if the 
processing is carried out on a legal basis other than consent. Further details are provided in the dedicated 
section below. 

● Access their Data. Users have the right to learn if Data is being processed by Class, obtain disclosure 
regarding certain aspects of the processing and obtain a copy of the Data undergoing processing. 

● Verify and seek rectification. Users have the right to verify the accuracy of their Data and ask for it to be 
updated or corrected. 

● Restrict the processing of their Data. Users have the right, under certain circumstances, to restrict the 
processing of their Data. In this case, Class will not process their Data for any purpose other than storing 
it. 

● Have their Personal Data deleted or otherwise removed. Users have the right, under certain 
circumstances, to obtain the erasure of their Data from Class. 

● Receive their Data and have it transferred to another controller. Users have the right to receive their 
Data in a structured, commonly used and machine readable format and, if technically feasible, to have it 
transmitted to another controller without any hindrance. This provision is applicable provided that the 
Data is processed by automated means and that the processing is based on the User’s consent, on a 
contract which the User is part of or on pre-contractual obligations thereof. 

● Lodge a complaint. Users have the right to bring a claim before their competent data protection 
authority. 

B. Details About the Right to Object to Processing 

Where Personal Data is processed for a public interest, in the exercise of an official authority vested in Class or for 
the purposes of the legitimate interests pursued by Class, Users may object to such processing by providing a 
ground related to their particular situation to justify the objection. 

Users must know that, however, should their Personal Data be processed for direct marketing purposes, they can 
object to that processing at any time without providing any justification. To learn whether Class is processing 
Personal Data for direct marketing purposes, Users may refer to the relevant sections of this document. 

C. How to Exercise These Rights 

Any requests to exercise User rights can be directed to Class through the contact details provided in this 
document. These requests can be exercised free of charge and will be addressed by Class as early as possible and 
always within forty-five days. 

2. Mode and Place of Processing the Data 
 
A. Methods of Processing 
Class takes appropriate security measures to prevent unauthorized access, disclosure, modification, or 
unauthorized destruction of the Data. The Data processing is carried out using computers and/or IT enabled tools, 
following organizational procedures and modes strictly related to the purposes indicated. In some cases, the Data 
may be accessible to certain types of persons in charge, involved with the operation of this Application 
(administration, legal, IT) or external parties (such as third-party technical service providers, email carriers, hosting 
providers, IT companies, communications agencies) appointed, if necessary, as Data Processors by Class. The 
updated list of these third parties is available in the Class Trust Center. If your personal data is transferred to a 
third party acting as an agent of Class, Class will (i) transfer the data only for limited and specified purposes; (ii) 
ensure the agent provides at least the same level of protection as Class; (iii) take reasonable and appropriate steps 
to ensure the agent processes the personal data in a manner consistent with Class’ obligations; (iv) require the 
agent to notify Class if it can no longer meet its obligations; (v) upon notice, take reasonable and appropriate steps 



to stop and remediate unauthorized processing; and (iv) provide a summary of the relevant privacy provisions of 
its contract with that agent upon request.  
B. Legal Basis of Processing 
We use personal data as necessary for the performance of our Services (“Performance of Contract”); to comply 
with our legal and contractual obligations (“Legal Obligation”); and to support our legitimate interests in 
maintaining and improving our Services, e.g., in understanding how our Services are used and how our campaigns 
are performing, and gaining insights which help us dedicate our resources and efforts more efficiently; in 
marketing, advertising and selling our Services; providing customer service and technical support; and protecting 
and securing our Customers, Users, Prospects, ourselves and our Services (“Legitimate Interests”). 
If you reside or are using the Services in a territory governed by privacy laws under which “consent” is the only or 
most appropriate legal basis for the processing of personal data as described herein (in general, or specifically with 
respect to the types of personal data you expect or elect to process or have processed by us or via the Services, or 
due to nature of such processing) (“Consent”), your acceptance of our License and Services Agreement or Terms of 
Service and this Privacy Policy will be deemed as your consent to the processing of your personal data for all 
purposes detailed in this Policy, unless applicable law requires a different form of consent. If you wish to revoke 
such consent, please contact us at privacy@class.com. 
Specifically, we use personal data for the following purposes (and in reliance on the legal basis for processing 
noted, as appropriate): 
 
Customer and User personal data 

● To facilitate, operate, enhance, and provide our Services (Performance of Contract; Legitimate Interests); 
● To provide our Customers and Users with assistance and support, to test and monitor the Services, or 

diagnose or fix technology problems, and to train our Customers and Customer-facing staff (Performance 
of Contract; Legitimate Interests); 

● To personalize our Services, including by recognizing an individual and remembering their information 
when they return to our Services, and to provide further localization and personalization capabilities to 
make our Services easier to use (Performance of Contract; Legitimate Interests); 

● Where a Customer has enabled the optional ‘AI Teaching Assistant’ feature within the Platform, and their 
User(s) then specifically opt-in and consent to the activation of this feature in their own classes recorded 
through the Platform (through the designated opt-in process following the Customer-level enabling of this 
feature), then such recordings may be used to identify and note such Users’ participation in such recorded 
classes, until the feature is deactivated by the User or the Customer’s account administrator (Consent); 

● To facilitate and optimize our marketing campaigns, ad management and sales operations, and to manage 
and deliver advertisements for our products and services more effectively, including on other websites 
and applications. Such activities allow us to highlight the benefits of using our Services, and thereby 
increase your engagement and overall satisfaction with our Services. This includes contextual, behavioral 
and interests-based advertising based on your activity, preferences or other data available to us or to our 
business partners (Legitimate Interests; Consent); 

● To facilitate, sponsor and offer certain events and promotions (Legitimate Interests). 
 
C. Class may process Personal Data relating to Users if one of the following applies: 

● Users (or their Parents/Guardians in the event Users are also Minors) have given their consent for one or 
more specific purposes. Note: Under some legislations the Owner may be allowed to process Personal 
Data until the User objects to such processing (“opt-out”), without having to rely on consent or any other 
of the following legal bases. This, however, does not apply, whenever the processing of Personal Data is 
subject to European data protection law; 

● provision of Data and processing of Data is necessary for the performance of an agreement with the User 
and/or for any pre-contractual obligations thereof; 

● processing is necessary for compliance with a legal obligation to which Class is subject; 
● processing is related to a task that is carried out in the public interest or in the exercise of official 

authority vested in Class; 
● processing is necessary for the purposes of the legitimate interests pursued by Class or by an authorized 

third party; 
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● to better understand how our services are used and improve the content and general administration of 
our services. 

In any case, Class will gladly help to clarify the specific legal basis that applies to the processing, and in particular 
whether the provision of Personal Data is a statutory or contractual requirement, or a requirement necessary to 
enter into a contract. 
 
D. Place 
The Data is processed at Class operating facilities and in any other places where the parties involved in the 
processing are located. Depending on the User’s location, data transfers may involve transferring the User’s Data 
to a country other than their own. To find out more about the place of processing of such transferred Data, Users 
can check the section containing details about the processing of Personal Data and the Class Trust Center. 
If broader protection standards are applicable, Users are also entitled to learn about the legal basis of Data 
transfers to a country outside the European Union or United Kingdom or to any international organization 
governed by public international law or set up by two or more countries, such as the UN, and about the security 
measures taken by Class to safeguard their Data. If any such transfer takes place, Users can find out more by 
checking the relevant sections of this document or inquire with Class using the information provided in the contact 
section. 
 
3. Retention Time 
 
Personal Data shall be processed and stored for as long as required by the purpose for which they have been 
collected. 
Therefore: 

● Personal Data collected for purposes related to the performance of a contract between Class and the User 
shall be retained until such contract has been fully performed. 

● Personal Data collected for the purposes of Class’s legitimate interests shall be retained as long as needed 
to fulfill such purposes. Users may find specific information regarding the legitimate interests pursued by 
Class within the relevant sections of this document or by contacting Class. 

Class may be allowed to retain Personal Data for a longer period whenever the User has given consent to such 
processing, as long as such consent is not withdrawn. Furthermore, Class may be obliged to retain Personal Data 
for a longer period whenever required to do so for the performance of a legal obligation or upon order of an 
authority. Once the retention period expires, Personal Data shall be deleted. Therefore, the right to access, the 
right to erasure, the right to rectification, and the right to data portability cannot be enforced after expiration of 
the retention period. 
 
4. The Purposes of Processing 
 
The Data concerning the User is collected to allow Class to provide its Service, comply with its legal obligations, 
respond to enforcement requests, protect its rights and interests (or those of its Users or third parties), detect any 
malicious or fraudulent activity, as well as the following: Analytics and Contacting the User. For specific 
information about the Personal Data used for each purpose, the User may refer to the section “Detailed 
information on the processing of Personal Data”. 
Detailed Information on the Processing of Personal Data 
Personal Data is collected for the following purposes and using the following services: 

● Analytics 

● Contacting the User 

5. Choice 

If personal data covered by the Class Privacy Policy is to be used for a new purpose that is materially different from 
that for which the personal data was originally collected or subsequently authorized, or is to be disclosed to a non-
agent third party in a manner not specified in this Policy, Class will provide you with an opportunity to choose 



whether to have your personal data so used or disclosed. Requests to opt out of such uses or disclosures of 
personal data should be sent to privacy@classedu.com. Certain personal data, such as information about medical 
or health conditions, racial or ethnic origin, political opinions, religious or philosophical beliefs, is considered 
“Sensitive Information.” Class will not use Sensitive Information for a purpose other than the purpose for which it 
was originally collected or subsequently authorized by the User unless Class has received your affirmative and 
explicit consent (opt-in). 

For complaints regarding DPF compliance not resolved by any of the other DPF mechanisms, you have the 
possibility, under certain conditions, to invoke binding arbitration. Further information can be found on the official 
DPF website. 
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